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CCNP Routing and Switching Quick Reference

Achieving Cisco Certified Network Professional (CCNP) Routing and Switching certification is a
significant milestone for network professionals aiming to validate their expertise in enterprise
networking. This quick reference guide provides a comprehensive overview of the essential topics,
protocols, and configurations needed to pass the CCNP Routing and Switching exams efficiently.
Whether you're preparing for the Cisco 300-101 ROUTE, 300-115 SWITCH, or 300-135 TSHOOT
exams, this guide will serve as a valuable resource to reinforce your knowledge and streamline your
study process.

1. Network Fundamentals

Understanding basic networking concepts is foundational for CCNP Routing and Switching.

1.1 OSI and TCP/IP Models

- OSI Model Layers:

- Physical
- Data Link
- Network
- Transport
- Session
- Presentation
- Application

- TCP/IP Model Layers:

- Network Interface
- Internet
- Transport
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- Application

1.2 Common Network Devices

- Routers
- Switches
- Firewalls
- Wireless Access Points
- Modems

1.3 IP Addressing and Subnetting

- IPv4 Address Classes
- Subnet Masks
- CIDR Notation
- Private vs. Public IPs
- Calculating Subnets
- VLSM (Variable Length Subnet Masking)

2. Routing Protocols

Routing protocols determine how routers communicate and share routing information. CCNP
Routing and Switching covers both interior and exterior gateway protocols.

2.1 Interior Gateway Protocols (IGPs)

- RIP (Routing Information Protocol)

- Distance vector protocol
- Maximum hop count: 15
- RIP v2 supports classless routing

- EIGRP (Enhanced Interior Gateway Routing Protocol)

- Advanced Cisco proprietary protocol
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- Uses Diffusing Update Algorithm (DUAL)
- Supports VLSM and route summarization

- OSPF (Open Shortest Path First)

- Link-state protocol
- Hierarchical with areas (backbone area 0)
- Cost metric based on bandwidth

2.2 Exterior Gateway Protocols

- BGP (Border Gateway Protocol)

- Path vector protocol
- Used for internet routing between autonomous systems
- Attributes: AS_PATH, NEXT_HOP, LOCAL_PREF

2.3 Routing Protocol Configuration Highlights

- EIGRP:

router eigrp [AS_number]

network [network_address]

- OSPF:

router ospf [process_id]

network [network_address] [wildcard_mask] area [area_id]

- BGP:

router bgp [AS_number]
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neighbor [ip_address] remote-as [AS_number]

3. VLANs and Inter-VLAN Routing

Virtual LANs (VLANs) segment networks logically, improving security and reducing broadcast
domains.

3.1 VLAN Configuration

- Creating VLANs:

vlan [vlan_id]

name [name]

- Assigning VLANs to ports:

interface [interface_id]

switchport mode access

switchport access vlan [vlan_id]

3.2 Trunking

- Trunk ports carry multiple VLANs
- Configuration:

interface [interface_id]

switchport mode trunk

switchport trunk allowed vlan [vlan_list]

3.3 Inter-VLAN Routing

- Requires a Layer 3 device (Router or Layer 3 Switch)
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- Router-on-a-Stick:

- Configure a sub-interface on the router
interface [interface]

no ip address

interface [interface].[subinterface]

encapsulation dot1q [vlan_id]

ip address [ip_address] [subnet_mask]

- Enable routing on the router

- Layer 3 Switch:

interface vlan [vlan_id]

ip address [ip_address] [subnet_mask]

no shutdown

4. Spanning Tree Protocol (STP)

STP prevents loops in redundant Layer 2 topologies.

4.1 STP Variants

- Classic STP (802.1D)
- Rapid PVST+ (Per VLAN Spanning Tree)
- MST (Multiple Spanning Tree)

4.2 Key Concepts

- Bridge ID (Priority + MAC)
- Root Bridge (lowest Bridge ID)
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- Port Roles:

- Designated Port
- Root Port
- Blocked Port

- Port States:

- Blocking
- Listening
- Learning
- Forwarding

4.3 STP Configuration

- Enable spanning-tree:

spanning-tree mode [pvst | rapid-pvst | mst]

- Set bridge priority:

spanning-tree vlan [vlan_id] priority [value]

5. DHCP and NAT

Dynamic Host Configuration Protocol (DHCP) assigns IP addresses automatically, while Network
Address Translation (NAT) allows internal addresses to be mapped to external ones.

5.1 DHCP Configuration

- DHCP Pool:

ip dhcp pool [pool_name]

network [network_address] [subnet_mask]
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default-router [default_gateway]

dns-server [dns_ip]

- Excluding addresses:

ip dhcp excluded-address [start_ip] [end_ip]

5.2 NAT Types

- Static NAT:

ip nat inside source static [local_ip] [global_ip]

- Dynamic NAT:

ip nat pool [pool_name] [start_ip] [end_ip] netmask [subnet_mask]

access-list [acl_number] permit [local_network] [wildcard_mask]

ip nat inside source list [acl_number] pool [pool_name]

- PAT (Port Address Translation):

ip nat inside source list [acl_number] overload

5.3 NAT Configuration on Routers

- Define inside and outside interfaces:

interface [interface]

ip nat inside

interface [interface]
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ip nat outside

6. Security Essentials

Securing the network involves implementing various features at different layers.

6.1 Access Control Lists (ACLs)

- Standard ACLs:

access-list [number] permit [source] [wildcard]

access-list [number] deny [source] [wildcard]

- Extended ACLs:

access-list [number] permit [protocol] [source] [wildcard] [destination] [wildcard] [additional options]

- Applying ACLs:

interface [interface]

ip access-group [number] [in | out]

6.2 Port Security

- Limit MAC addresses per port
- Configure:

switchport port-security

switchport port-security maximum [number]

switchport port-security violation [protect | restrict | shutdown]

switchport port-security mac-address [mac_address]
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6.3 Other Security Features

- DHCP Snooping
- Dynamic ARP Inspection
- BPDU Guard
- Storm Control

7. Troubleshooting and Verification Commands

Effective troubleshooting is vital in CCNP Routing and Switching.

7.1 Common Commands

- Show Commands:

- show ip route
- show ip protocols
- show interfaces

 
CCNP Routing and Switching Quick Reference: An Expert Review

In the rapidly evolving landscape of networking, Cisco?s CCNP Routing and Switching certification
remains one of the most sought-after credentials for network professionals aiming to validate their
expertise in enterprise networking solutions. As professionals prepare for this demanding exam,
having a comprehensive yet concise quick reference becomes invaluable. This article provides an
in-depth, expert review of the CCNP Routing and Switching Quick Reference guide, analyzing its
structure, content coverage, usability, and how it can serve as a strategic resource for both exam
candidates and seasoned network engineers.

Understanding the CCNP Routing and Switching Certification

Before diving into the quick reference, it?s crucial to understand what the CCNP Routing and
Switching certification entails. This Cisco certification focuses on advanced knowledge of network
infrastructure, including enterprise routing, switching, troubleshooting, and network security. The
exam tests skills in implementing, configuring, and troubleshooting complex enterprise networks.

Key domains covered include:
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- Routing Technologies (EIGRP, OSPF, BGP, and more)
- Switching Technologies (VLANs, STP, EtherChannel, etc.)
- Network Security principles
- Network Automation and Troubleshooting

Given this broad scope, a well-structured quick reference can serve as an essential tool for rapid
revision and reinforcing core concepts.

Structure and Content of the Quick Reference Guide

A high-quality CCNP Routing and Switching quick reference is typically organized to mirror the exam
objectives, enabling candidates to locate information efficiently. Let?s explore the typical structure
and what makes it effective.

1. Routing Protocols

This section covers detailed summaries of major routing protocols:

- EIGRP: Metrics, configuration commands, and troubleshooting tips.
- OSPF: Areas, link states, LSA types, and route summarization.
- BGP: Path selection process, route advertisement, and filtering.
- IPv4 and IPv6 Routing: Differences, transition mechanisms, and configuration nuances.

Expert guides often include comparison tables, quick command references, and common
troubleshooting scenarios, making complex topics approachable.

2. Switching Technologies

This section consolidates core switching concepts:

- VLAN creation, trunking, and VLAN routing
- Spanning Tree Protocol (STP): IEEE 802.1D, 802.1w (Rapid PVST+), 802.1s (MST)
- EtherChannel configurations
- Layer 2 security measures (port security, DHCP snooping, BPDU guard)

Effective quick references provide command summaries, configuration steps, and best practices for
optimizing and securing switching environments.

3. Network Security
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Security is a critical component, covered through:

- ACLs (Standard, Extended, Named)
- AAA configurations (TACACS+, RADIUS)
- VPN technologies (IPSec, SSL VPN)
- Device hardening techniques

A quick reference might include sample configurations, common security policies, and
troubleshooting tips.

4. Network Automation and Troubleshooting

With automation increasingly integral, this section covers:

- Basic scripting concepts
- Cisco IOS automation features
- Troubleshooting tools (ping, traceroute, show commands)
- Common issues and resolution steps

Having this condensed yet comprehensive info accelerates problem-solving during exam
preparation and real-world scenarios.

Usability and Design: How the Quick Reference Stands Out

An effective quick reference isn?t just about content; its usability determines how well it serves its
purpose. Here are critical aspects that expert reviewers assess:

Conciseness Without Compromise

The guide should distill complex concepts into digestible summaries. Overly verbose content defeats
the purpose; the best quick references strike a balance?providing enough detail for understanding
without overwhelming.

Clear Visual Aids

Diagrams, tables, and flowcharts enhance comprehension. For instance, routing protocol
comparison tables simplify decision-making, and network topology diagrams clarify concepts.

Command Reference Tables
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Quick access to command syntax, parameters, and examples is vital. Well-organized tables or cheat
sheets enable rapid recall, especially under exam pressure.

Logical Organization

Content arranged according to exam objectives or logical flow improves navigation. Sections should
be hyperlinked or indexed for quick lookups.

Supplemental Resources

Some guides incorporate links to official Cisco documentation, practice questions, or online tutorials,
providing avenues for deeper study.

Advantages of Using the CCNP Routing and Switching Quick
Reference

Incorporating a quick reference into your study routine offers multiple benefits:

- Rapid Revision

As exam day approaches, quick references facilitate last-minute reviews, reinforcing memory of core
topics.

- On-the-Go Learning

Mobile-friendly formats allow learning during commutes or short breaks, maximizing study efficiency.

- Clarification of Complex Topics

Condensed summaries help clarify intricate procedures, reducing confusion and enhancing
understanding.

- Troubleshooting Aid

For network engineers, quick references serve as handy troubleshooting guides, saving time during
incidents.
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- Confidence Building

Familiarity with key commands and concepts builds confidence, reducing exam anxiety.

Limitations and Considerations

While invaluable, quick references are not substitutes for comprehensive study. Limitations include:

- Lack of deep theoretical explanations
- Potential for oversimplification
- Risk of missed nuances critical for exam success

Candidates should use the quick reference as a supplement, alongside detailed study guides, labs,
and practice exams.

Final Thoughts: Is the CCNP Routing and Switching Quick Reference
Worth It?

For network professionals aiming to attain or maintain their CCNP Routing and Switching
certification, a well-designed quick reference is a strategic asset. It condenses essential information
into an accessible format, enabling swift recall and reinforcing learning. When chosen
carefully?favoring clarity, accuracy, and comprehensive coverage?it can significantly enhance your
exam preparation and day-to-day network troubleshooting.

Expert Tip: Pair your quick reference with hands-on labs and practice exams. The combination of
practical experience and quick review materials creates a robust foundation for success.

In conclusion, whether you?re a seasoned engineer brushing up on concepts or an aspiring CCNP
candidate, investing in a high-quality CCNP Routing and Switching Quick Reference guide can
streamline your study process, boost confidence, and ultimately help you achieve certification goals
efficiently.

Disclaimer: Always ensure your quick reference aligns with the latest Cisco exam objectives, as
certifications and exam topics can evolve over time.
 

 QuestionAnswer What are the key topics covered in the CCNP Routing and Switching Quick
Reference? The quick reference covers routing protocols (OSPF, EIGRP, BGP), switching concepts,
VLANs, spanning tree protocol, network security, IPv4/IPv6 addressing, and troubleshooting
techniques. How can the CCNP Routing and Switching Quick Reference aid in exam preparation? It
provides concise summaries, key concepts, configuration commands, and troubleshooting tips,
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enabling efficient review and quick access to essential information for exam readiness. What is the
importance of understanding OSPF in the CCNP Routing and Switching exam? OSPF is a
fundamental interior gateway protocol; understanding its operation, configuration, and
troubleshooting is crucial for routing stability and is heavily tested in the exam. Does the quick
reference cover IPv6 routing protocols? Yes, it includes IPv6 routing concepts, configuration, and
differences from IPv4, which are essential topics in the CCNP Routing and Switching curriculum.
How is VLAN configuration addressed in the CCNP Routing and Switching Quick Reference? It
provides step-by-step commands for VLAN creation, trunking, and management, along with best
practices for network segmentation and security. What troubleshooting tips are included in the quick
reference? It offers common troubleshooting commands, logical steps for diagnosing network
issues, and best practices for resolving routing and switching problems efficiently. Can this quick
reference help with understanding Spanning Tree Protocol (STP)? Yes, it covers STP concepts,
different types (PVST+, Rapid PVST+), configurations, and how to prevent common issues like
loops. Is network security addressed in the CCNP Routing and Switching Quick Reference? Yes, it
discusses key security features such as port security, ACLs, VPNs, and best practices for securing
network infrastructure. How does the quick reference assist in mastering routing protocols like
EIGRP and BGP? It summarizes configuration commands, operational principles, and
troubleshooting techniques for these protocols, essential for advanced routing knowledge. Is the
CCNP Routing and Switching Quick Reference suitable for both beginners and experienced
professionals? While it is designed as a concise review, it effectively benefits both beginners
seeking foundational understanding and experienced professionals needing quick refreshers. 
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